COI'JTACOBAHO
I[Ipencenatens TPOPCOIO3HOTO KOMHUTETA
BITIOY PK «2IITK uM. DnsBapThinoBa M.H.»

IMOJIOKEHHUE
06 uadopmannonnoii 6esonacnoctu BIIOY PK «QuucTHHCKAH MOJINTeXHHYECKHH

KoJUTeI:K HMeHH JiabBapThiHOBa Mibu HumaHoBHY2)

1. OO1ue MoJI0XKEeHUS

1.1. TTonoxenue o6 uHbopManuonnoi GesomacHoctu BIIOY PK «DmuctuHCKu#
IOJMTEXHUYECKHH KOJUIeDK MMeHH DnbBapTeiHoBa Vs Humanosuva» (nanee -
OO - ob6pasoBaTenbHasi OpraHM3allys) paspadOTaHO B COOTBETCTBHH C
OenepanbHbIM 3akoHOM Ne 273-®3 or 29.12.2012 . «O6 oOpazoBaHuU B
Poccuiickoit ®@eneparumn», PenepalbHbIM 3aKOHOM Ne 152-®3 ot 27.07.2006 r.
«O mepcoHaJbHBIX JaHHBIX», DenepalbHbIM 3aKOHOM Poccuiickoit denepanuu OT
27.07.2006 roma Ne 149-®3 «O6 undopmaruy, HHGOPMAIIMOHHBIX TEXHOJNOTHAX U
o 3amure nHGOopMarmu», [TnceMom denepanbHOro areHTCTBa 1o 00pa30BaHHUIO OT
29.07.2009 r. Ne 17-110 «O6 obecredueHUU 3allMThl MEPCOHAIBHBIX HaHHBIX).
[TuceMoM MuHKcTepcTBa obpasoBaHus U Hayku P@ oT 13.08.2002 r. Ne 01-51-
088uH «O06 OpraHU3aLHiH HCTIOJIb30BaHUS WH()OPMALIMOHHBIX u
KOMMYHHKAIIMOHHBIX ~PECYpcoB B  0011e00pa3oBaTe/bHbIX  y4PEKACHUAXD,
[TocTtanosinenueM IlpasutensctBa Poccuiickoit denepanuu OT 17.11.2007 1. Ne
781 «OG yrtBepxkjeHun Ilonoxenus 00 —oOecreyeHUH 0e30MmacHOCTH
epCOHANBHBIX JAHHBIX TIPU HX 00paboTke B WH()OPMAIIMOHHBIX CHCTEMaX
IIEPCOHAIBHBIX JaHHBIX).

1.2. B mnomsitie uHbopManuoHHoi GesomacHoctd OO BXOZMT CUCTeEMa Mep,
HAlpaBlieHHas Ha 3allUTy WHQOPMALMOHHOIO MPOCTPAHCTBA U NEPCOHATBHBIX
JAHHBIX OT CJIy4aiHOrO WM HaMEPEHHOro MPOHMKHOBEHWS C LECJIBIO XHIICHUA
KAKAX-THOO NAaHHBIX WA BHECEHHS W3MCHEHHH B KOH(HUIypalHio CHCTEMBI,
3ampTa 06pa30BATENBHOIO IpOLecca OT JIHOOBIX CBEJCHHH, HOCALIMX XapakTep
3alpelleHHON 3aKOHOM IIPOTaraH;ibl, MM JIIOOBIX BHIOB PEKIAMBI.

1.3. B cocTaBe MaccuBOB OXpaHAEMOW 3aKOHOM HMH(OpMAIMH, HAaXOISIICHCA B
pacniopspkeHrr OO, MOXHO BBIICTUTH TPU FPYTIIIBL:

L4 [IEpCOHAJIbHBIE CBEICHHA, Kacaroluecs ydJaumuxcs, B TOM YHCIC (i)aMI/IJ'II/ISI,
UMsl, OTYECTBO, I'0Jl, MECsLI, JaTa " MECTO POXIOCHUS, apeC,
L4 IIePCOHAJILHBIC CBEJICHHU S, KaCaroluecsa pa6OTHI/IKOB, B TOM YHCIJIC (baMI/IJII/ISI,

UM, OTYECTBO, oA, MeECdl, Aara U MECTO pPOXAECHH#A, aapec, ceMeﬁﬂoe,




CoLMajbHOE, HMMYILECTBEHHOE IIOJIOKEHUE, obpa3zoBaHue, npodeccus,
IOXOJIbl, ApyTas HHPOPMAIHS;

Apyrasi UHGOpMaIUsl Ui CIIy>KeOHOTO IMOJIb30BaHus, HE OTHOCSIIANACT HU K
OTHOMY M3  YyKa3aHHBIX BBIIE BHIOB U  HOCAIIAs  XapakTep
HHTEJIEKTyanbHoU coOctBeHHOocTH OO B TOM umciie OMOGnHoTeka, 6asza
JIAHHBIX, 00pa30BaTeNbHbIC TPOrPaAMMEBI | JP.

O6s13aHHOCTSIMH JIMIL, OTBETCTBEHHBIX 3a 3alUTY I/IH(bOpMaU;I/II/I, JOJDKHO CTaTh
COXPaHCHUE NAaHHBIX B LEJIOCTHOCTH U HENIPUKOCHOBEHHOCTU U obOecrieyeHue ux:

AOCTYIHOCTH B J000e BpeMss I JIIOOOTO  aBTOPU3UPOBAHHOIO
[0JIb30BATENIS;

3alMTBl  OT JIFOOOH yTpaThl MM BHECEHHS HECAaHKIIMOHMPOBAHHBIX
U3MEHEHMM;

KOH(UIEHIIMATBHOCTH, HEJOCTYITHOCTH [JI TPETHUX JIHII.

2.1lenp ¥ 3aga4n HHOOPMAIIMOHHON 6E30MaCHOCTH

2.1. OCHOBHBIMH LIEJISIMH MH(GOPMAIIMOHHOM 6€30I1aCHOCTH SBISIOTCS

COXpaHeHHE KOH(QUIEHIMATEHOCTU HH(OPMALIMOHHBIX PECYPCOB;
obecrieueHne HEMPEPEIBHOCTH AOCTyINa K MHPOPMAHOHHEIM pecypcam OO;
3alMTa LEeJOCTHOCTH MH(OPMALMHU C LENBI0 MOAIEPKAHUS BO3MOKHOCTH
OO 1o okasauuro yciyr BBICOKOTO KadecTBa M TPHMHATHIO 5)()EKTHBHBIX
YIPaBJIEHYECKUX PEICHHIA;

MOBBILIEHUE  OCBEJOMJIEHHOCTH II0JIb30BaTelell B 00JacTH  DPHUCKOB,
CBSI3aHHBIX ¢ HH(OPMAIMOHHBIME pecypcamu O0;

OIpE/IeNIEHHe CTENIeHN OTBETCTBEHHOCTH U OOS3aHHOCTEN COTPYAHHKOB IO
obecneueHuro HHGOPMAIIMOHHON 6e30ITaCHOCTH:;

MOBBILIEHHE YPOBHS 3()(EKTUBHOCTH, HEIPEPBIBHOCTH, KOHTPOJIUPYEMOCTH
MED 110 3allUTe OT PealbHBIX yrpo3 HH(GOPMAIIMOHHON 6€301aCHOCTH;
NOPEOTBpAIlCHHE  W/MIM  CHW)KeHHe  ymepba  OT  HHIMIEHTOB
MH(POPMALMOHHOMN 0€30MaCHOCTH.

2.2. OCHOBHBIMH 3a/1a4aMU MHPOPMAITHOHHON GE30IaCHOCTH SIBIISIOTCS

paspabotka  TpeGoBammii Mo  ofecmedeHMI0  MH(OPMALHOHHOM
0e30macHOCTH;

KOHTPOJIb BBINIOJIHEHHsI YCTAHOBJEHHBIX TpeOOBaHUI IO oOecleYyeHuIo
HWH(POPMaIMOHHOMN 6€301acHOCTH;

NOBBIIICHAE  3()PEKTUBHOCTH,  HENPEPbIBHOCTH,  KOHTPOIMPYEMOCTH
MEPONPHATHH IO OOECNEYEeHHI0 U MOANEPKaHUI0 HH(DOPMALHOHHOM
0€30IMaCHOCTH;

paspaboTka HOPMAaTHBHBIX JOKYMEHTOB TUTSI obecrieueHus
nHbopMaroHHOH Ge3omacHocTu OO0;

BBIBJIEHHE, OLCHKA, MPOTHO3UPOBAaHME M IIPEJOTBpAIEHHE pealu3aluy
yrpo3 uH(popMauoHHoi 6eszonacHoctu OO0;

OpraHu3allysA aHTUBUPYCHOH 3alUTEl HH(OOPMALMOHHBIX PECYPCOB IIKOJIBI;




® 3aIUTa UHPOPMAIMK LIKOJIBI OT HECAHKIMOHUPOBAHHOIO JOCTyIa (Hanee-
HCJI) 1 yTeuku 10 TEXHUIECKHM KaHallaM CBS3H.

3.TpeGoBanust 110 HHPOPMALOHHON O€30ITaCHOCTH

3.1. B oTHOIIEHUM BCeX cOOCTBEHHBIX MH(pOpMaIMOHHBIX akTHBOB OO, aKTHBOB,
gaxonsmuxcss non kKourposemM OO, a TakKe aKTHBOB, HCIOJNb3YEMBIX IS
monmydeHus joctyma k uHpacTpyktype OO, momkHa OBITH OmpenesieHa
OTBETCTBEHHOCTh coOTBeTcTBytomero corpyinuka OO. Mudopmauus o cMeHe
BlaNeNbleB AKTHBOB, MX PpACHpe/eNeHHH, U3MEHEHHAX B KOHQUIypaluH H
MCIIONb30BAHUH 3a IIpeleNiaMy KOoJule[Ka NOJDKHA HOBOJMTBECS [0 CBEACHUSA
IHPEKTOpa KOJIEKA.

3.2. Bee paborsl B mpenenax OO MOMDKHBL BBINONHATBCS B COOTBETCTBUM C
0DUIHATBHBIMA JIOJDKHOCTHBIMU ~ O0SI3aHHOCTAMM  TOJIBKO HA KOMIIBIOTEpAX,
pa3pelIeHHbIX K UCIIOIB30BaHHIO.

3.3. Bce koHObUIEHIMANbHbIE JAHHbIE, COCTABISIOLINE TAaHHY OO u xpassuuecs
Ha

JKECTKMX JMCKaX OPTATUBHBIX KOMIIBIOTEPOB, IOJDKHBI OBITH 3amr(poOBaHEI.

3.4. B mensix obecreueHus CaHKIMOHMPOBAHHOTO JOCTYNa K HH(GOPMALHOHHOMY
pecypcy, J0GOH BXOA B CHCTEMY [OJDKEH OCYLIECTBIATBCS C HCIOJB30BAaHHCM
YHHKaJIbHOTO UMEHH I10JIb30BaTENIs U MapOJis.

3.5. 3ampermaercst cooOIIaTh CBOM Mapojik APYIMM JIMLEAM WM HPEAOCTaBIATh
CBOIO

YUETHYIO 3aIIUCh IPYyTHMM, B TOM YHCJIE YICHaM CBOEM ceMbU U OJIM3KHUM.

3.6.B mpomecce cBoel pabOThI COTPYAHHKH 00s13aHBI TIOCTOSIHHO HKCIIOJIB30BaTh
pexuM «OKpaHHOW 3acTaBKW» C NapojbHOW  3aIlUTOM. PexomeHxyeTcs
yCTAaHABIMBATh MaKCHMalbHOE BPEMS «IPOCTOS» KOMIBIOTEpa N0 MOABJICHIA
SKPAHHOM 3aCTaBKU HE JOJbIIE 15 MUHYT.

3.7. Jloctyn Kk cetd VIHTepHET OOECNEYMBACTCSA TONBKO B TPOU3BOICTBEHHBIX
LeJIAX ¥ He MOYKET UCTIONB30BAThCS [T HE3aKOHHOU eATeIbHOCTH.

3.8. PexoMeH10BaHHBIE MTPABUIIA:

. corpyauukam OO paspelnaercs UCHONb30BaTh CETh HHTepHEeT TOJBKO B
CIIy)KE€OHBIX LEIIAX;
. 3ampelnaeTcs IOCelleHne Joboro caiTa B CETH HuTepHeT, KOTOPBIA

cYuTAEeTCS OCKOPOUTENBHBIM JUIsi OOIIECTBEHHOIO MHEHHS WJIH COACPKUT
MHQOPMAIIMIO CEKCYalbHOTO XapakTepa, MpomaraHiy pacoBOll HEHABMCTH,
KOMMEHTApUH 1o IIOBOLY pa3IuYMs/ IpeBOCXOCTBA T0JIOB,
JUCKPEIUTUPYIOIIYE 3asBJIEHUS UK HHBIE MaTEPHAIIBI C OCKOpPOUTEIBHBIMH
BLICKA3HIBAHMSAMM TI0 TIOBOLY YbEro-mubo BO3pacTa, CeKCyalbHOH

OpHUEHTAalNH, PETUTUO3HBIX WIN MOJTUTUYECKHUX yOeXXIeHUH,
HALMOHAILHOTO IIPOMCXO0XKIEHHS HIIU HEJIeeCIIOCOOHOCTH;

o pabora corpynrukoB OO c HHTepHeT-pecypcamu IOIyCKaeTCs TONIBKO
PEeXXUMOM




o IIPOCMOTpa MH(OpMaLUU, UCKIFOYasi BO3MOXXHOCTD Tepenayr WHopManun
OO B cets UnTEpHET;

o COTPYAHHMKaM, HMMEIOIIUM JIMYHbIe Yy4YeTHBIC 3alliCH, NPEIOCTaBICHHEIE
NyOJIMYHBIMM TIpOBalifiepaMH, He paspellaeTcs I0JIb30BaThCd HMH Ha
obopynoBanuy, npuHawiexaiem OO;

o cotpynaukn OO nepen OTKPBITUEM WM paclpoOCTpaHeHHeM (haiiioB,
NOJTyYEHHBIX 4epe3 ceTb MHTepHeT, NOJKHBI MPOBEPUTh MX HA HaIUYHE
BUPYCOB;

o 3anpenieH noctyn B MHrepHer uepe3 cetb OO mas Bcex JHI, He
SBISIIOIIMXCST  COTPYAHUKAaMM  KOJUIe/Ka, BKJIIOYass YJIEHOB CEMBHU
COTPYIHUKOB.

3.9. CoTpyTHUKH HOJDKHBI IOCTOSHHO MOMHHUTH O HEOOXOIMMOCTH OOecIedeHus

usuyeckol 6e30MacHOCTH 06OPYHOBaHUs, HA KOTOPOM XPaHHTCS HH(MOpMALHs

00.

3.10. CotpynHukam 3ampeleHO CaMOCTOSITENFHO H3MEHATh KOH(MHIYPALIHIO

anmnapaTHOIro U IIPOrpaMMHOT0 00eCIIEUeHH s,

3.11. Bce xommbioTepHOE 00OpyIOBaHHME (CTALMOHAPHBIE M IOPTATHBHBIE

KOMIBIOTEpBI), nepudepuitHoe obopynoBaHue (NPUHTEPHl M CKaHEpHI),

aKceccyapel (MaHHMIYJISTOPBI THIA «MBILIB», MUCKOBOABI miisi CD-1auckoB)

ABIsleTcs  coOcTBeHHOCTRI0 OO ¥ NpeHasHAaueHO [UIS  HCIIOJB30BAHMS

UCKITIOYUTENBHO B IPOU3BOACTBEHHBIX LIETSIX.

3.12. Kaxnpli cOTpyIHHK, IMONy4MBIUMH B TOJB30BAaHHME I[IOPTATHBHBIN

KOMIIBIOTEP, 00s3aH NPHHATH HaIJIeXal[HMe Mephl 10 OOECIEYEHHIO €ro

COXPaHHOCTH.

3.13. Bee KOMIBIOTEpHI JOMKHBI 3aLIMIIATECS MApOJeM IIPH 3arpy3Ke CHCTEMBI,

AKTHBALMK IO TOpSYel KIABHUIA W MOCJTe BBIXOAA W3 peXUMa «DKPAHHOM

3aCTaBKU». JIJIs yCTaHOBKM PEXMMOB 3allUTHI MOJB30BATENb JOJKEH 0OPATHTHCS

K anMUHHCTpaTopy. JlaHHble He NOJKHBI OBITH CKOMIIPOMETHPOBAHBI B CITydae

XaNaTHOCTH MM HEOpeXKHOCTH mNpuBedmeil k morepe oGopymoBanus. Ilepen

YTAIM3aLMEeHd BCE KOMIIOHEHTBI OOOpYIOBaHHS, B COCTaB KOTOPBIX BXOJST

HOCHTEJIM NaHHBIX (BKJIKOYas JKECTKHE MHCKH), HEOOXOAMMO IIPOBEPSTH, YTOOBI

yOeIuThCS B OTCYTCTBUM HA HUX KOH(UICHIMATBHBIX NAHHBIX U JIHIEH3HOHHBIX

IPOAYKTOB. JIOMKHA BBINONHATECS IMpoLexypa (OPMaTHPOBAHUS HOCHTENEH

MH(OpPMAaIMH, HCKITFOYAroIIas BO3MOXKHOCTh BOCCTAHOBIIEHHS TAHHBIX.

3.14. Tlpu 3anmcu Kakoi-mu60 MHGPOPMAIMK HA HOCHTENb IS nepeaadu

CyOBeKTaM, y4acTBYIOLINM B MH(POPMALMOHHOM OOMeHe, HeOOXOMIMO yoenuThcs

B TOM, 4TO HOCUTEIIb YHCT, TO €CTh HE COJAEPKUT HUKAKUX MHBIX JaHHBIX. [IpocToe

nepeOpMaTHpOBaHME HOCHTENS He JaeT TapaHTHM TOJHOTO  yIaJieHHs

3alMCaHHOM Ha HEM WH(GOpMAaIUK.

3.15. Cotpynnukam 3ampeiaercss ycTaHaBlMBAaTh HA IMPEOCTABIEHHOM B

N0JTb30BaHNE KOMITBIOTEPHOM OOOPYAOBaHHH HECTAHIAPTHOE, HEJIUIEH3HMOHHOE

NpOrpaMMHOE OOECleYeHHe WIIM TMpOrpaMMHOe oOecliedeHHe, He HMEOLIee

OTHOIIEHMS K MX MPOU3BOACTBEHHOMN AESTENHOCTH. ECIM B X0 BBIMOJIHEHHUS

TEXHUYECKOro 00CiIy)uBaHus OyneT oOHAapy)KEHO HepaspelleHHOe K yCTAHOBKE




IporpaMMHOe of0ecreyeHre, OHO OyIeT yJaleHO, a COOOLIEHHE O HapyUIeHHH
OyIeT HampaBiieHO HermocpencTBeHHo aupekropy OO.
3.16. Corpynauku OO He HOJDKHBL:

o OJI0KHPOBATh AHTUBUPYCHOE IIPOrPaMMHOE 00ECIIEUEHHE;

° yCTaHaBJIMBATh JPYroe aHTHBUPYCHOE IIPOrPaMMHOE 00ECIIEYEHHE;

° U3MEHATh HACTPONKH M KOH(UTYypalUIO aHTUBHPYCHOIO IPOTrPaMMHOIO
oOecreueHus.

3.17. DieKTpOHHBIE COOOINEHUs AOIKHBI CTPOrO COOTBETCTBOBATHL CTAHAApTaM B
00J1acTH [1€JI0BOM 3THKH. VICmob30oBaHUE 3JEKTPOHHOM MOYTHI B JIMYHBIX LIEJISAX
He pomyckaetcs. COTpyAHHKaM 3ampeliaeTcsi HalpaBiATh KOH(MUAECHIMAIBHYIO
napopmanmio OO 1o SJIeKTPOHHOM MouTe Oe3 HCIONb30BaHUSA CHCTEM
mudposanus. Ctporo koHpuneHiuanbHas uHPopManus OO, HM IpU KakuX
00CTOSTENBCTBAX, HE TMOIJEXKHUT IMEPECBUIKE TPETbUM JIMLAM IO 3JIEKTPOHHOH
noure.

3.18. MHcnons3zoBanuwe coTpynHukamMu OO myOJWYHBIX ITOYTOBBIX SIIIMKOB
DIIEKTPOHHOW  TOYTHI ~ OCYIIECTBISETCS TOJBKO IIPH  COIVIACOBAHMU  C
OTBETCTBEHHBIM 3a oOecredeHre O€30MacHOCTH HWHPOpMaluu IpU YCIOBUH
MPUMEHEHUs] MeXaHHU3MOB I (POBaHHUSI.

3.19. Cotpynuuxku OO st oOMeHa NOKYMEHTaMH JOJDKHBI UCIIOJIb30BaTh TOJIBKO
CBOH OUIIMATBHBIA apec JEKTPOHHOU ITOYTHI.

3.20. He nomyckaercs mpyu UCTHIOJIB30BAHUU SJIEKTPOHHOU ITOYTHI:

e pacchlika COOOIIEHUH JINYHOTO XapaKTepa, UCTIONb3YIOLUNX 3HAYUTEIbHbIE
peCypChI SJIEKTPOHHOM IOYTHI;

. pacchUIKa peKJIaMHBIX MaTepUaloB;

o MOJIMKCKA Ha pAcChUIKY, y4acTHe B AUCKYCCHUSX U IOJOOHbBIE YCIYTH,
UCIIOJIB3YIOIIME 3HAYUTEIbHBIE PECYpPChl 3JIEKTPOHHOM IMOYTHI B JIMYHBIX
eIsX;

o MOWCK W YTEHHE COOOIIEHUN, HAlpaBICHHBIX APYTUM JIALAM (HE3aBUCUMO
OT criocoba UX XpaHEeHUs);

o IepechbulKa JIIOOBIX MaTepuaoB, KaK COOOIIEHUH, TaK U MNPHIOXKEHUH,

COJep)KaHHe KOTOPBIX SIBIISETCS IPOTHBO3aKOHHBIM, HENPUCTOUHBIM,
3JIOHAMEPEHHBIM, OCKOPOHUTENBHBIM, YIPOXKAIOIIUM, KIJIE€BETHHYECKHM,
37I00HBIM HJIA CIIOCOOCTBYET MOBEAEHHUIO, KOTOPOE MOXKET pacCMaTpPUBATHCS
KaK YroJIOBHOE MpPECTYIUIEHWE WIM aJMUHUCTPATUBHBIM MPOCTYNOK JIUOO
IPUBOJUT K BO3HHUKHOBEHHIO TI'PaXkJaHCKO-TIPAaBOBOM OTBETCTBEHHOCTH,
OeCropsAAKOB WM MPOTHBOPEUYUT CTAHAAPTaM B 00JIACTH ITHKH.
3.21. Bce momp3oBaTenu OOMKHBI OBITh OCBEIOMIJIEHBI O CBOEW OOSI3aHHOCTH
coobmare 00  HW3BECTHBIX HWJIM  MOAO3PEBAa€MbIX HMHM  HapyLIEHHUSX
HHPOPMALIMOHHOM 0€30IacCHOCTH, a TaK)Ke AOJKHBI ObITh MPOUH(OPMUPOBAHBI O
TOM, YTO HHU IPU KaKUX 0OCTOSTENIbCTBAX OHU HE JIOJKHBI NIBITAThCS UCII0JIB30BATh
CTaBIIHE UM U3BECTHBIMH CJIa0ble CTOPOHBI CUCTEMBI O€30IIaCHOCTH.
3.22. B cnydae Kpaxd NEPEHOCHOTO KOMIIBIOTEpA CIELyeT HE3aMEUIMTENBHO
COOOIIUTE 3aMECTUTENIO qupekTopa u/unu aupexropy OO.




3.23. Ecniu umeeTcs MOAO3pPEHHE WIIM BBISIBICHO HAJIMYKWE BUPYCOB WA HMHBIX
pa3pyLIMTENbHBIX KOMIIBIOTEPHBIX KOIOB, TO Cpa3y Iocje HUX OOHapyX eHUs
COTPYAHUK 00s3aH:

o IPOUH(OPMUPOBATH 3aMECTUTEISI TUPEKTOPA;
o HE UCIOJIb30BaTh U HE BKJIIOYATH 3aPaKEHHbBIN KOMITBIOTED;
° HE MOJCOEINHATh 3TOT KOMIbIOTEP K KommbtoTepHOU cetu OO 1o tex mop,

IIOKa Ha HeM He OyJeT MpOu3BeJeHO yJajeHue OOHapyEHHOI'O BHpyca U
IIOJIHO€ aHTUBUPYCHOE CKaHUPOBaHUE aIMUHUCTPATOPOM.
3.24. Corpynuukam OO 3amnpenaercs:

o HapylaTh HHGOPMalMOHHYIO 6e30nmacHoCTh U paboty cetu OO;

® CKaHMPOBATh MOPTHI UK CUCTEMY 0€30IaCHOCTH;

@ KOHTPOJIUPOBATh pabOTy CETU C IepexXBaTOM JaHHBIX;

J HoJyyaTh JOCTYN K KOMITBIOTEPY, CETH HWJIM Y4YETHOW 3amucu B 00X0[

CHUCTEMBI UJIEHTU(PUKALINH T0JIb30BaTENs UIU O€30MaCHOCTH;

o nepenaBatb UHGQOPMALMIO O COTPYAHUKAX WM CIHUCKH cOTpyaHHKOB OO
MIOCTOPOHHHM JIULIAM;
o co3/laBaTh, OOHOBIISTH WJIM PACIPOCTPAHATh KOMIIBIOTEPHBIE BUPYCBHl H

IpouHre pa3pylIUTENbHOE IPOrpaMMHOe oOecrieueHue.
3.25. OTBETCTBEHHOCTh 3a COXpPAaHHOCTh [JAHHBIX Ha CTAllMOHAPHBIX W
NOPTATUBHBIX
MEPCOHANIBHBIX KOMITBIOTEpaX JISKUT Ha MOJIb30BaTENAX.

4.Y1rpo3bl HHGOPMAIIMOHHON 6€3011acCHOCTH

4.1. OcoOeHHOCTBIO Yrpo3 CTAHOBHUTCS HE TOJIBKO BO3MOXHOCTh XHIIEHUS
CBEICHUHA WM  TOBpPEXIEHHWE  MacCHBOB  KaKUMHU-IUOO  CO3HATENIBHO
NEUCTBYIOIIMMH XaKEPCKUMU TPYNIHUPOBKAMH, HO M JESTENbHOCTh JIHIL,
HAMEPEHHO, M0 3JIOMy YyMBICAY WA OMIMOOYHO CIOCOOHBIX IIOBPEAMTH
KOMITBIOTEPHOE 000pYyI0BaHKE UJIU BHECTU BUPYC.

4.2. I'pynnbl OOBEKTOB, KOTOpbl€ MOTYT IIOABEPTrHYTbCS HaMEPEHHOMY WM
HEHAaMEPEHHOMY BO3/EHCTBUIO:

o KOMIIBIOTEpHAsI TEXHHKA M Jpyrue anmnapaTHbE CPelCTBa, KOTOPbIE MOIYT
OBITH

o MOBpPEXACHBl B pe3yjbTaTe MEXaHWYECKOr0 BO3IEHCTBHS, BUPYCOB, IO
MHBIM NIPUYUHAM;

@ NpOrpaMMBbl, HUCHOJB3yeMble i obecredeHus pabOTOCIOCOOHOCTH

CHUCTCMBI UJIU B o6pa3013aTean0M Iponecce, KOTopbl€e MOTYT TOCTpaaAaTh OT
BHUPYCOB HJIM XaKEPCKHUX aTak;

® NaHHble, XpaHUMble KaK Ha >KeCTKUX MOUCKax, TaK W Ha OTHENbHBIX
HOCUTETISX;

o caM MepcoHa, OTBeyarouui 3a paborocnocobHocTs IT-cucrem;

e NeTH, TIOABEp)KEHHbIE BHEIIHEMY arpecCUBHOMY HH(MOPMALHOHHOMY

BIIUSIHUIO U criocoOHbIe co31aTh B OO KpUMHUHAIBHYIO CUTYaLHIO.



4.3. Yrpo3sl, HalpaBJIeHHbIE Ha MOBPEXACHUE JIFOOOr0 U3 KOMIIOHEHTOB CUCTEMBI,
He 3aBHUCSIIHE OT HAMEPEHUS MepCoHalla, YUaluXCsl MM TPEThUX JIULL:

o nro0ble aBapuiiHble CHTYyallMH, HAlpUMep, OTKIIOYEHUE DJIEKTPOIHEPTUH
WK 3aTOIUICHUE;

OIMOKH IepCoHaa;

cbou B paboTe MpOrpaMMHOr0 0OecreueHus;

BBIXOJI TEXHHUKH U3 CTPOS;

po0OsieMbl B paboTe CUCTEM CBS3U.

5.Crioco0bI HeCaHKIIMOHUPOBAHHOTO AOCTyIa

5.1. YenoBeueckuii. THbopMaIus MOXKET ObITh MOXUILIEHA ITyTEM KOTMPOBaHUS Ha
BpeMEHHbIE HOCHUTENM, IeperpaBieHa IO 3JeKTpOHHOM mnoure. Ilpu Hammuuu
JOCTyTa K cepBepy

W3MEeHeHus B 6a3bl JaHHBIX MOTYT ObITh BHECEHBI BPYUHYIO.

5.2. TlporpammubId. JIJis XWIIEHWH CBEAEHUM MCIOJIB3YIOTCS CIeNHUAJIbHbIE
porpamMmbl, KOTOpble OOECHeYMBalOT KOMHWpPOBaHUE Napojied, KONMHpOBaHUE U
nepexBaT HWHQOpMAIMK, MepeHanpaBieHne Tpaduka, Iemu(pOBKY, BHECEHHE
U3MEHEHHH B pabOTy WHBIX IPOTPaMM.

5.3. Amnmnapatsbiii. Crnoco® cBs3aH WM C HUCIOJB30BAHUEM CHEIHATBHBIX
TEXHUYECKUX CPEACTB, WM C IEPEeXBATOM DJJIEKTPOMArHUTHOIO H3Iy4YeHHUs IO
pa3IMYHbBIM KaHajlaM, BKJIto4asi TeJe(OHHBIE.

6. 3ammTa 1o BHEUTHUM AMPOBBIM JIMHUSM CBSI3U

6.1. B mensix yMeHbIlIEHUsS pUCKa MOBPEXIEHHUS MPOrPaMMHOTO OOECIEYEHHS H
yTepu HHGpOpMalyM, AOCTyI M3 BHYTpeHHeHd cetu Bo BHemHIow (MHTepHer,
3JIEKTPOHHAsT TOYTa) OCYLIECTBISETCS uYepe3 KOMIIBIOTEPHl C yCTaHOBJIEHHBIMHU
OpaHaMay>pOM U aHTHBUPYCOM.

6.2. 3amnpelieHO HECAaHKLIMOHUPOBAHHOE HCIIOJB30BAaHHE MOJEMOB HJIH HHBIX
cpencts poctyna c [1K, moakiro4eHHbIX K BHyTPEHHEH CETH, BO BHEIIIHUE CETH.
6.3. 3ampeuieHo MNOAKIIOYEHUE Pa3IUYHBIX MOOWMIBHBIX YCTPOMCTB (JIMYHBIX
TenedOHOB, MJIAHIIETOB U IPYTUX rajkeToB) k cetu WiFi.

6.4. PoyTepsl, TOUKHU IOCTyNa U MpoYee aKTUBHOE CETEBOE 000PYIOBaHHE TOJKHEI
pacrosaraThCsi B MECTaX 110 BO3MOXHOCTHU MCKITIOYAIOIINUX CBOOOIHBIA TOCTYII.

7.AHTUBUpYCHAas 3aluTa

7.1. AHTHUBUpyCHasi 3alluTa OpPTraHU3yeTCS IMOCPEACTBOM JIHIIEH3HOHHOTO
aHTUBUPYCHOIO IporpaMmMHoro obecnedenus. PaGora 06e3 opranuzauuu
AHTUBUPYCHOM 3aIUTHI HE JOILYyCKAeTCS.

7.2.  OOHOBieHHE 0a3bl HCHNONB3YEMOIO AaHTUBHPYCHOTO IPOTPAMMHOTO
obecriedeHusl OCYIIECTBIISIETCSI aBTOMAaTUUECKU He pexe 1 pa3a B JIeHb.




7.3. 3a cBoeBpeMeHHOE OOHOBIIEHHE aHTUBUPYCHOTO MPOTrPAaMMHOI0 00ecrieueHus
OTBeYaeT OTBETCTBEHHBIN 3a HH(HOPMALIMOHHYIO O€30I1aCHOCTb.




